TAILORED� 


SECRET AND BELOW INTEROPERABILITY (SABI)�SYSTEM SECURITY AUTHORIZATION AGREEMENT (SSAA)








SECTION 1.  MISSION DESCRIPTION AND SYSTEM IDENTIFICATION





     This section provides a mission and system description of a particular SABI implementation.  As such, Section 1 will be completed by the user organization.  For certain systems, this document may be classified in total or may be unclassified with classified attachments.  For further assistance in writing each section consult the DoD Information Technology Certification and Accreditation Process (DITSCAP) at http://mattche.iiie.disa.mil/ditscap/DitscapFrame.html or the DoD INFOSEC Pilot Help Environment at http://mattche.iiie.disa.mil:80/cgi/WebX?14@^2739@.ee6b2aa.





1.1	System Name and Identification.  Name of the system and geographic location.  Include the name of command/organization, mailing address, and telephone/fax/email address for point of contact.





1.2	System Description.  Provide a brief description of the overall system, which includes the SABI implementation.





1.3	Functional Description.  Provide a functional description of the overall system, which includes the SABI implementation, a block diagram of each component and its function, and its communications paths indicating direction and types of information conveyed.  Information normally included in this section:





System capability -  Describe the capabilities of the system (e.g., email 	transferred from U.S. side to coalition force in support of a deployed Joint Task 	Force (JTF)).





System criticality -  Describe the importance, from a user perspective, of this 	system and relevant SABI implementation to the accomplishment of the 	organization’s mission.  Include cost savings, time savings, and other positive 	impacts on mission performance.  Also, discuss the negative impact to the mission 	if this SABI implementation does not become operational or subsequently 	becomes not available. 


	


Classification and Sensitivity of Data Processed - List the classification levels and 	sensitivity of the data to be processed.  By definition, a SABI implementation 	includes the entire system that processes data at the SECRET level and at some 	sensitivity other than SECRET, such as SECRET Collateral, Sensitive But	Unclassified, or UNCLASSIFIED.





System User Description and Clearance Levels - Identify the type and number of 	users, including contractors and foreign nationals who may be users, and their 	clearance levels, as well as their locations.  Include clearances of users located on 	both the high and low sides� of SABI implementations. 





Expected life cycle of the system - Describe the length of time (e.g., years) that 	the system will be used to support a specific mission.





	


SECTION 2.  ENVIRONMENT DESCRIPTION





2.1  	Operating Environment.  This section should be completed by the Site.  Provide a description of the physical environment in which the SABI implementation components will be located and a description of the operational procedures that apply to the use of the system.  Also, include a description of all physical security measures in place (or referenced local security Standard Operating Procedure (SOP)).  A description of the physical protection of the device(s) from the low to high side should be included.





2.2	Software Development and Maintenance Environment.  This section should be  completed by the SABI technology provider and the Site if the local implementation is installed by other than the SABI technology provider.  Describe the software development and maintenance environment for the development of the SABI implementation.  Include a discussion of the organization’s security engineering process.   Also identify responsibility for system upgrades and configuration management





2.3	Threat Description.  Provide a brief description of the threat(s) to the specific system.  Include the source of the threat report. A DoD Service/agency organization must develop this tailored threat assessment for the SABI implementation focusing on the local threat environment.  The threat description should be completed by the Site.  It must include discussion of both the insider and outsider threats.  Special attention should be paid to area-/organization-unique features that might affect the threat.  This section should also include a summary of the community threat to SECRET and below connections, which will be provided by the SABI Execution Team.





�
SECTION 3.  SYSTEM ARCHITECTURE





3.1	Hardware/Software/Firmware. This section should be completed by the SABI technology provider and the Site.  Include a brief description of the hardware platforms with model numbers, version of the operating systems, and firmware, if applicable.  If the hardware or software have been evaluated by a government organization/commercial vendor, include this information as an appendix or reference the report that contains this information.  Design security documents (e.g., Security Features User’s Guide, Trusted Facility Manual, Security Architecture) should also be referenced in this section.





3.2	System Interfaces and External Connections.  This section should be completed by the Site.  Include a diagram of all system interfaces and external connections; accreditation information about these connections; accurate physical wiring diagrams showing all connectivity on local area networks (LANs) that provide paths for data flow to/from the SIPRNET, INTERNET, SABI implementation, and any other connections; and identification of the Internet Protocol (IP) addresses of system components.  Site surveys generally identify system interfaces and external connections, specifically from low- to high-side connections.





3.3	Data Flow Description.  This section should be completed by the Site.  Identify the data flow for each component of the system (e.g., data transferred from high to low side).  Include a diagram (e.g., block diagram) illustrating the data flows of the system, each component, and provide a discussion of the source and destination of data passing through the SABI implementation.  Also include data flows on either side of the SABI component(s), even if the data does not flow through the component(s), to help identify potential risk considerations





3.4	TAFIM DGSA.  The SABI Execution Team provides the Technical Architecture Framework for Information Management (TAFIM) Security View.  Many SABI implementations are considered Relay Systems by the DoD Goal Security Architecture (DGSA) and, as such, function to transfer data between two end systems.  Information being processed by the SABI components is protected in accordance with the security policy for those SABI components.  The security risks inherent in SABI components are documented in the SABI Component Risk Report (Appendix G, Part I).





3.5	Accreditation Boundary.  This section should be completed by the Site.  This information may also be documented in the Security CONOPS.  Include a brief statement of the scope of the system, which includes the responsibility of the Designated Approving Authority (DAA) to accredit the system.

















SECTION 4.  ITSEC SYSTEM CLASS





This section has been completed by the SABI Execution Team.  The Information Technology Security (ITSEC) System Class is a profile of system characteristics based on grouping systems, or SABI implementations, by the amount of risk exposure.  The ITSEC System Class (described in the DITSCAP), which is completed in advance for all SABI implementations, is based on the concept of community risk.  The Site should review the completed ITSEC to determine if their potential SABI implementation has the same characteristics described below.  If not, the Site should reevaluate whether their proposed system should be considered as an SRI, because the risk exposure may exceed the community’s accepted level of risk.  Listed below is a brief description of the ITSEC System Class characteristic.





4.1	Interfacing Mode.  The interfacing mode for SABI implementations is “Active” because the SABI components directly interact with the other system components to relay data between security or sensitivity levels.





4.2	Processing Mode.  The processing modes for SABI implementations vary from system high to multi-level because while data transmission, processing, and storage take place across different information categories, only single-level access can be given to individual users or processes at any point in time.





4.3	Attribution Mode.  The attribution mode for SABI implementations is “Comprehensive” because all processing, transmission and storage of data can be attributed to individual users or processes while under the control of SABI components.





4.4	Mission-Reliance Factor.  The mission-reliance factor for SABI implementations is “Partial” because the information transfer provided by the SABI components may be accomplished in a degraded mode of operation by manual methods.





4.5	Accessibility Factor.  The accessibility factor for SABI implementations is “ASAP” based upon the need for a quick response (less than 2 hours) to system failure.





4.6	Accuracy Factor.  The accuracy factor for SABI implementations is “Exact” because the integrity of the data transferred is essential to avoid operational impacts.





4.7	Information Categories.  The information category for SABI implementations is “Collateral Classified.”





4.8	System Class Level.  Sections 4.1 through 4.7 define the System Class for all SABI implementations.





4.9	Certification Analysis Level.  Based upon the determined System Class for SABI and the guidance in the Certification and Accreditation Process Handbook for Certifiers, NCSC-TG-031, SABI implementations require a Type 3 Certification.  The focus of a Type 3 certification is on the INFOSEC functionality, with sufficient evidence required to show that the system meets the security requirements.





SECTION 5.  SYSTEM SECURITY REQUIREMENTS





This section discusses the system security requirements for a SABI implementation.  It should include specific security requirements that apply to the implementation.  All of the INFOSEC disciplines should be included in this section.  Include the security requirements traceability matrix and system security requirements in Appendix D.





5.1	National/DoD Security Requirements.  This section should be completed by the SABI Execution Team.  A complete set of security requirements, listed below, can be found in Appendix D:  computer security (COMPUSEC), communications security (COMSEC), TEMPEST, operations security (OPSEC), physical security, personnel security, and information security.  A description of each of these security requirements is contained in DoDD 5200.28 and the Service regulations.  Since a SABI implementation involves classified information, the minimum security requirements of DoDD 5200.28 and DoD 5200.1-R apply.  In addition, security requirements and guidance can be found in OMB Circular A-130 and all SABI implementations satisfy the minimum set of controls as set forth in Appendix III of this circular.





5.2	Governing Security Requirements  





This section describes the developmental and operational assurance requirements for SABI implementations.





Developmental Assurance:   For assurance purposes, the developers and integrators for all proposed SABI components and implementations, as well as existing SRIs, will be assessed against the System Security Engineering-Capability Maturity Model (SSE-CMM) (http://aslan.ncsa.uiuc.edu) or equivalent methodology (SABI Developmental Requirements).  The SABI technology provider, with oversight from the SABI Execution Team, is responsible for ensuring that SSE-CMM or equivalent assessments are completed for existing SRIs and exisiting components.  The Site is  responsible for ensuring that these assessments are completed for proposed SABI implementations.





Operational Assurance:  The SABI Process� includes an assessment of the security of the network operations by a Joint Vulnerability Assessment Process (JVAP).  In conjunction with that assessment, the Site will be asked to document that their organizations, which  manage and operate the SABI implementation (SABI Operational Requirements), demonstrate their support to secure operational procedures.


  


5.3 	Data Security Requirements.  This section should be completed by the Site.  Data that is processed by a SABI implementation will traverse classification boundaries.  In the case where the data flows to foreign nationals, this section should contain releasability statements written by the data owners and approved by the office responsible for foreign releasability.  If applicable, this section should also contain policy statements covering downgrading, regrading, and release of unclassified information.  This section may also reference SOPs or Operating Instructions (OIs) that cover the above areas.





5.4  	Security Concept of Operations.  This section is completed by the Site if the implementation is different than the component-specific Security CONOPs.  This section presents a summary of the secure operation of SABI components.  All control functions reside on the high side of a SABI implementation and no security services are assumed to be provided by the low side.  From the component-specific Security CONOPs (see Appendix P), the Site is responsible for documenting site-specific implementations of the SABI component into their mission operation.





5.5	Network Connection Rules.  This section is completed by the Site; however, the SABI technology provider should assist the Site with selected connections.  This section references approved connections and the guidelines for connecting to other systems/networks.  This section should include the name, organization, and phone/fax/email address for the individual who needs to be contacted to coordinate connection approval.  Accreditation statements for all LANs on the high and low sides of the SABI implementation should be referenced in this section.  Include applicable SIPRNET connection rules and coordinate with the Military Communications Electronics Board (MCEB) Information Assurance (IA) Working Group for approval of a SABI implementation.





5.6	Configuration and Change Management Requirements.  This section identifies the organization responsible for configuration management changes to the networks or SABI components.  All security-related changes to the system configuration should be approved by the organization responsible for fielding the system.  This section should be brief and reference the specific configuration settings for the system.  Configuration control of SABI implementations is the responsibility of the SABI Execution Team and the SABI technology provider.





Other than currently planned upgrades from the SABI technology provider, further improvements to SABI implementations must be programmed for through the Program Objective Memorandum (POM) process by the Site.





5.7	Reaccreditation Requirements.  The section should be completed by the Site.  This section cites the regulatory guidance for  reaccreditation.  Specific documentation requirements may vary for each Service;  however, DoDD 5200.28 and the DITSCAP provide consistent guidance.  In addition to adhering to any general guidance, SABI implementations will be given Interim Authorities to Operate (IATOs) for a maximum of six (6) months before full accreditation.








SECTION 6.  ORGANIZATIONS AND RESOURCES





6.1	Identification of Organizations.  This section should be completed by the Site.  This section identifies all of the organizations involved in the accreditation process (both high and low side).  At a minimum, the organizations of the DAA, certification authority (CA), user representative, program manager, and System Security Officer (SSO) should be identified.  Include their organization, phone/fax/email address, and a brief description of their responsibilities for the system.  Support from other government organizations, to include contract support, should be included in this section.





6.2	Resources.  This section should be completed by the SABI technology provider.  This section identifies all resources needed, both personnel and funding.  Contractors may be needed to support installation, maintenance, and certification and accreditation (C&A).  Additional support may be needed from other Government agencies (e.g., NSA, DISA) to support C&A.  Funding-relevant reports may be included in a separate report that is referenced here.





6.3	Training for Certification Team.  This section should be completed by the SABI technology provider.  Training may be needed for the certification team, which could include both Government and contractor personnel.  This type of support may also require funding approval.








SECTION 7.  DITSCAP PLAN





7.1	Tailoring Factors.  This section has been completed.  In accordance with the Certification and Accreditation Handbook, CA-002-Ver.1, a Type III certification is required (based on the results of completing the ITSEC System Class).  Funding should be identified by the Site to support the required tasks and activities to support a Type III certification.  If funding is not available, identify certification  activities as an unfunded requirement (UFR).





7.2	Tasks and Milestones.  This section has been completed, which identifies the tasks to be performed, based on the Type III certification documentation requirements.�  Based on the ITSEC Class determined by the SABI Execution Team and required Type III certification, the  DITSCAP tasks required for SABI implementations are described below.  A copy of this checklist and details on a Type III certification effort required for the described tasks can be found at http://mattche.iiie.disa.mil/ditscap/.  The DISA home page  (http://mattche.iiie.disa.mil:80/cgi/WebX?14@^2739@.ee6b2aa) includes:  the DoD INFOSEC Pilot Help Environment that provides sample documents for several types of certification documents.  Determining the milestone dates for completion of these activities is the responsibility of the Site.


	


	Document Mission Need


	-  System mission, functions, and system interfaces


     	-  Operational organization


     	-  Information category and classification


     	-  Expected system life cycle


     	-  System users’ characteristics


     	-  Operational environment





Inform DAA and User Representative of required C&A effort               


	-  Prepare mission description and system identification


     	-  Prepare environment and threat description


     	-  Prepare system architecture description


     	-  Determine the system security requirements


     	-  Identify organizations involved and resources required


     	-  Prepare DITSCAP Plan


     	-  Develop draft SSAA





	Perform Negotiation Tasks


	-  Review initial SSAA


     	-  Conduct the certification requirements review


     	-  Approve final SSAA





	Perform certification Tasks


	-  System architecture analysis


     	-  Software design analysis


     	-  Network connection rule compliance analysis


     	-  Integrity analysis of integrated products


     	-  Life cycle management analysis


     	-  Vulnerability assessment


     	-  Security Testing and Evaluation (ST&E)


     	-  Penetration testing


     	-  TEMPEST and Red/Black verification


     	-  Validation of COMSEC compliance


     	-  System Management Analysis


     	-  Site Accreditation Survey


     	-  Contingency Plan Evaluation


     	-  Risk-Based Management Review





	Perform SSAA Maintenance Tasks


	-  Review SSAA.


      	-  Obtain approval of changes


      	-  Document changes





	Perform System Operation Tasks


	-  System maintenance


     	-  System security management


     	-  Contingency planning





	Review Management Tasks


	-  Support system configuration management


     	-  Risk-based management review





	Perform Compliance Validation Tasks


	-  Physical security analysis


     	-  Risk-based management review


     	-  Procedural analysis (review SSAA)





�
APPENDIXES








APPENDIX A		Acronym List





APPENDIX B		Glossary of Terms





APPENDIX C		References





APPENDIX D		Security Requirements and Requirements Traceability Matrix





			This matrix includes a list of all security requirements for the 				system/SABI implementation and the source of the requirement.  				For example, a requirement for strong identification and 					authentication (I&A) should be documented in the Security Policy.  			The Security Policy generally references DoD security policy 				requirements.  	This matrix should be cross-referenced with the 				security requirements described in Section 5 of the SSAA and 				should be completed by the SABI technology provider.


			


APPENDIX E		Security Test and Evaluation (ST&E) Plan and Procedures





			The ST&E Plan should be reviewed by the SABI technology 


                        	provider to determine if the test objectives and procedures meet    				SABI requirements.  The test procedures should be cross- 					referenced with the security requirements for the system.  					Procedures must test the reliability and integrity of the system to 				ensure U.S. SECRET information is not released to a low side 				(e.g., coalition side).  The plan and procedures must be reviewed 				and endorsed by the CA or the DAA’s certification representative).  			Refer to the DISA home page:  DoD INFOSEC Pilot Help 					Environment.





			Part I:  The SABI Technology provider is responsible for  					developing security plans and procedures in the lab environment, 				such as the Developmental Test and Evaluation (DT&E) and 				Certification Test and Evalution (CT&E) Plans and Procedurers, if 				available.





			Part II:  The Site develops site specific ST&E plans and 					procedures.











APPENDIX F		Certification Results





			The ST&E results are documented in the certification results.  				The format for the certification package for a Type III certification 				is described in the C&A Handbook, as well as the DISA Home 				Page: 	DoD INFOSEC Pilot Help Environment.  The certification 				results should include the following items:


		


			1.	INFOSEC countermeasures cost/benefit analysis   						should be completed by the Site.


			2.	Other Test Results.�


				DT&E and CT&E Results should be completed by the 					SABI technology provider.  


				Operational Test and Evaluation (OT&E) Results 						should be completed by the Site.


			3.	Statements/letters from responsible government agencies 					indicating that INFOSEC requirements have been met. 					Completed by both the Site and SABI technology 						provider.





APPENDIX G		Risk Assessment Results





			Part I:  SABI Component Risk Report. (Completed by SABI 					Execution Team for each technology.)





			Part II:  Site-Specific Risk Assessment.  Include the results of an 					NSA Profile, if available. (Completed by the Site).





APPENDIX H		Certifier’s Recommendation





			The CA is responsible for providing a letter to the DAA identifying 			specific recommendations concerning the system’s accreditation.


			The recommendations are based on the testing results, 					configuration of the system, and residual risk.  Both the Site and 				SABI technology provider are responsible for providing input to 				the CA.





APPENDIX I		System Rules of Behavior





			OMB Cirular A-130 requires the establishment of a set of rules of 				behavior for individual users for each system.  These rules should 				clearly delineate responsibilities of and expectations for all 					individuals with access to the system.  Rules should address 				matters such as work at home, dial-in access, connection to the 				Internet, unoffical use of government equipment, etc.  These rules 				should be completed by the Site to reflect site-specific 					policies and procedures.





APPENDIX J		Contingency/Incident Response Plan





			Part I:  SABI Recommended Active Attack Contingency Plan (To 				be completed by SABI Execution Team)








			Part II:  Site Specific Plans (To be completed by the Site)





			This plan identifies critical applications and how the information 				will be processed if a disaster occurs	(natural or man-made).  Off-				site storage and processing sites will be identified and detailed 				procedures included if these sites are needed.  Contingency plans 				must be updated on a routine basis.  FIPS Pub 87 provides 					guidance for developing contingency plans.  This plan also 					includes procedures if any security-related incident occurs that 				impacts the operation of the system.  Example incidents include 				computer viruses, bomb threats, and natural disasters.  Procedures 				for incident responses could also be included in a contingency 				plan.  This plan also includes telephone numbers to report 					incidents, as well as points of contact for technical assistance.





APPENDIX K		Security Awareness and Training Plan





			Part I:  SABI Recommended Training (To be completed by SABI 					Execution Team)





			Part II:  Site Training Plan (To be completed by the Site)





APPENDIX L		Personnel and Technical Security Controls





			Part I:  SABI Recommendations (None)





			Part II:  Site Implementations (To be completed by the Site)





			This appendix may include the specific countermeasures that have 				been recommended as a result of conducting the ST&E, or 					recommendations based on the risk assessment.





�
APPENDIX M	Incident Response Plan 





			This appendix has been combined with the Contingency Plan 				(Appendix J)





APPENDIX N		Memorandums of Agreement





			To be completed by both the Site and SABI technology provider.  			Memorandums of Understanding (MOUs) and Memorandums of 				Agreements (MOAs) are required for system interconnection.  				Example agreements include connectivity with U.S. SECRET 				systems and NATO SECRET systems, or systems that share this 				type of information.





APPENDIX O		Accreditation Documentation and Accreditation Statement





                                    To be completed by both the Site and SABI technology provider.  			No additional accreditation documentation, beyond what is


                           	specified here, is required for a SABI Referenced Implementation, 				unless the local DAA requires additional documents not already 				identified.  All of the documentation required for an accreditation 				decision has already been addressed.  Included is a sample letter 				from a DAA. 





APPENDIX P		Security CONOPS





			This document, to be completed by the SABI technology 					provider, identifies the general CONOPS for use of a SABI 				component.  








� The term tailored implies that this DITSCAP SSAA format is revised specifically for SABI.  The majority of the Tailored SSAA is completed by the SABI technology provider/program office, with technical oversight provided by the SABI Execution Team.  The Tailored SSAA format will be used for SABI Referenced Implementation (SRI) descriptions, as well as specific site implementations.  The Site is only required to complete site-specific information as indicated.  The Site will start to complete the tailored SSAA when the SABI process is initiated and should complete the document for submission to the DAA.  


� The high side refers to a system processing SECRET data and the low side refers to a system processing data classified lower than SECRET.


� The SABI Process is described on the DISA home page.


� If an NSA Profile has been conducted or if the Site is completing an NSA Profile, some of the certification activites and documents produced from the Profile may suffice.  A comparison of the requirements listed in Section 7.2 and documents produced from the Profile should be conducted.  Additionally, if a techology has been evaluated by a recognized evaluation process (e.g., Trusted Product Evaluation Program (TPEP)), many developmental assurance requirements will have been satisfied. 


� Independent testing is strongly recommended for SECRET and below connections.
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